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About

Welcome to DLA Piper's Legal Professional Privilege Global Guide, the ultimate guide to legal professional privilege around the world.

Legal professional privilege protects the confidentiality of communications between lawyers and their clients and it has become an
exception to the general principle of public policy for full disclosure. Itis, in substance, a fundamental human right.

Although the concept of legal professional privilege is universal, its scope and limitation differ between jurisdictions. We are aware that
many of our clients operate on a global platform, so it is of critical importance that they are aware of these differences in order to make
informed decisions about the countries in which they are active and about how their business interests may be protected.

This global guide is a dynamic resource containing up-to-date details of the varying concepts and scope of legal professional privilege
across dozens of jurisdictions globally. New jurisdictions are regularly being added to the guide, so if you cannot find the jurisdiction you
are seeking, please let us know.

How to use this guide

Let us provide a few examples:

1. You are a Compliance Director for a listed company located in Country A and you have found that problematic conduct has
occurred within your subsidiary in Country B.

Scenario A: You are about to send an e-mail to your in-house colleague in Country B with a legal assessment of the conduct in question.
Before you push the button, you think about the scope of legal privilege. You will ask yourself: "Does Country B protect in-house lawyer
communications? Or can my e-mail be seized by inspectors or discovered in court?" Our guide provides a first answer.

Scenario B: You plan to forward the legal advice received from DLA Piper to your colleague in Country B. Then you ask yourself the
following question: "What is the scope of legal privilege in Country B?" Indeed, virtually all jurisdictions recognize the concept of privilege,
but there is a big difference in terms of when privilege applies (e.g. only after the start of an investigation) and how broad is the scope.
Again, our guide provides a first answer.

2. You are a freshly appointed Compliance Director for your internationally active company, and no clouds darken your
horizon - yet. Before launching a new communications policy, you want to find out about the underlying privilege issues. Our
guide provides initial guidance for your strategic legal communications and planning, and will help shape your strategy for sourcing and
storing legal advice.

But remember, our Legal Professional Privilege Global Guide does not constitute legal advice. While this guide will be essential reading
for those who need to find out more about the scope of legal professional privilege around the world, it is imperative that you contact the
contributors to the individual chapters for more comprehensive guidance and legal advice in your particular case.

About DLA Piper

DLA Piper is a global law firm with lawyers located in more than 40 countries throughout the Americas, Europe, the Middle East, Africa and
Asia Pacific, positioning us to help clients with their legal needs around the world.

For further information visit www.dlapiper.com.
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Finland

Last modified 19 November 2021

Concept of legal professional privilege
Legal professional privilege in the context of civil litigation and criminal proceedings

Legal professional privilege in Finland is embodied in the provisions of the Code of Judicial Procedure (4/1734), Advocates Act (496/1958)
and the Licensed Legal Counsel Act (715/2011), each as amended, concerning legal advisors’ confidentiality obligations and evidence
production in legal proceedings. The extent of confidentiality obligations and prohibitions to testify vary depending on the lawyer’s tasks
in connection with which confidential information has been obtained. There also exists a differentiation between advocates, licensed legal
counsel and other lawyers. However, this differentiation is of minor importance in the context of civil and criminal litigation as principally
only advocates and licensed legal counsel may act as attorney or counsel in legal proceedings.

CONFIDENTIALITY

Section 5c¢ of the Advocates Act provides that an advocate or their assistant shall not without due permission disclose the secrets of an
individual or a family or a business, or professional secret which has come to their knowledge in the course of the advocate’s professional
activities. Any information thereby obtained shall be kept secret regardless of whether or not it has been acquired in connection with
tasks relating to legal proceedings. A similar provision is included in the Licensed Legal Counsel Act.

According to chapter 15, section 17 of the Code of Judicial Procedure, an attorney or counsel or an assistant thereof or an interpreter may
not without permission disclose the secrets of an individual or a family or a business or professional secret that they have obtained:

® in handling a task related to legal proceedings;

® in providing legal advice on the legal position of their client in a criminal investigation or in other proceedings prior to legal
proceedings; or

® in providing legal advice on the initiation of or the avoidance of legal proceedings. Furthermore, chapter 2, section 8 of the
Criminal Procedure Act (689/1997) extends this rule to defence counsel and counsel for the injured party in criminal proceedings.

Breaches of statutory confidentiality obligations are punishable by law.

PROHIBITION TO TESTIFY

Chapter 17, section 13 of the Code of Judicial Procedure stipulates that an attorney, a counsel or an interpreter may not without
permission testify regarding to what they have learned:

® in carrying out a task related to legal proceedings

® in providing legal advice regarding the legal status of the client in a criminal investigation; or in another procedure prior to legal
proceedings, or

® in providing legal advice regarding the initiation or the avoidance of legal proceedings.

However, the court may oblige such person to testify if the prosecutor has brought charges for an offence for which the maximum
sentence is imprisonment for at least six years. This exception does not apply to the defendant’s attorney, counsel or interpreter.
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Furthermore, an advocate, a licensed legal counsel or a public legal aid attorney may not without permission testify on a personal or a
family secret or a business or professional secret which they have learned also when carrying out other tasks not related to those
mentioned above. Nonetheless, the court may obligate them to testify if the prosecutor has brought charges for an offence for which the
maximum sentence is imprisonment for at least six years, or if very important reasons, taking into account the nature of the case, the
significance of the testimony for delivering judgment and the consequences of presenting the testimony as well as other circumstances,
require testifying.

The obligation to refuse to testify is in force even where the person in question is no longer in the position in which they learned of the
circumstance at issue in the testimony.

Where a lawyer would have the right or the obligation to refuse to testify in criminal proceedings, the lawyer also has an equal right or
obligation in relation to the criminal investigation concerning the matter. Furthermore, a document may not be confiscated or copied for
use as evidence provided that the document can be assumed to contain material on which a lawyer may refuse to testify and the
document is in the possession of that lawyer or the person for the benefit of whom the obligation or the right to remain silent has been
provided for.

Legal professional privilege in the context of investigations by the antitrust / competition
authority

According to section 38 subsection 3 of the Competition Act (948/2011), an undertaking subject to investigation has no obligation to
deliver documents to the Finnish Competition and Consumer Authority (the FCCA) which contain confidential correspondence between an
external legal consultant and the client. The preparatory works of the Competition Act further clarify that the correspondence must be
such that it may have relevance in connection with the fulfilment of the rights of defence of the undertaking. It can be found also in 'FCCA
brochure on the inspection of business premises under Section 35 of the Competition Act (2017)' that the above mentioned
correspondence must have been exchanged for the purpose of defending the company concerning the restriction of competition under
investigation.

According to the preparatory works of the Competition Act, the provision is of an informative nature and corresponds to the principle of
legal professional privilege enshrined in the case law of the European Court of Justice which, according to the preparatory works, can be
deemed applicable in national investigations concerning competition law infringements. The FCCA has confirmed in the 'FCCA brochure
on the inspection of business premises under Section 35 of the Competition Act (2017)' that it takes into account the decisional practice of
the courts of the European Union regarding the legal professional privilege.

The Supreme Administrative Court confirmed in its ruling KHO:2019:98 that in an unclear situation the undertaking's right of defence
should be interpreted in a broad manner. The FCCA had attached an e-mail chain from the undertaking responding to the FCCA's penalty
payment proposal, and one of the emails referred to a legal recommendation issued by a law firm. The message also contained a
statement from a company representative regarding the recommendation. The e-mail had been forwarded both within the undertaking
and to an external party. Despite the fact that the legal recommendation given by external legal counsel to the undertaking (with the
purpose of using its right of defence) was forwarded to a third party, the Court concluded that it was protected by legal professional
privilege.

Scope of legal professional privilege
What is protected by legal professional privilege?

The scope of protection is to some extent dependent on whether the information has been obtained in connection with legal proceedings
or other advisory tasks. Subject to these prerequisites, there are no general limitations as to the types of documents and correspondence
that fall within the scope of protection. Information which must be kept confidential covers nearly any piece of information that is not
known to public.

Likewise, the point of time on which the documents were prepared or sent by the client is not as such relevant as long as there is a
connection to legal proceedings (unlicensed non-advocate lawyers or licensed legal counsel and advocates) or other advisory tasks
(licensed legal counsel and advocates only) and the information has been obtained in the lawyer's capacity as a legal advisor.

Are communications with in-house counsel protected by legal professional privilege?
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This is not entirely clear. The preparatory works of the Code of Judicial Procedure maintain that the above-described prohibition for
advocates and licensed legal counsel to testify regarding information obtained in connection with other tasks than legal proceedings must
be interpreted in line with the judgment of the European Court of Justice in case C-550/07 P, which clarified that only independent,
non-employee lawyers are protected. However, it is unclear whether the same applies to information obtained by in-house lawyers in their
capacity as attorney or counsel of the employer in legal proceedings.

In the field of competition law, section 38 subsection 3 of the Competition Act maintains that communications with in-house lawyers
within a company or group do not fall within the scope of protection as section 38 subsection 3 only covers correspondence between an
external counsel and the client. Furthermore, the preparatory works of the Competition Act specifically maintain that legal professional
privilege does not cover advice provided by in-house counsel.

Does legal professional privilege apply to the correspondence of non-national qualified lawyers?

As far as information related to legal proceedings is concerned, Finnish legislation does not differentiate between national and
non-national lawyers in terms of protection as long as the lawyer has obtained the information in their capacity as an attorney or counsel.

Protection of information obtained in connection with other advisory tasks is more equivocal as the rules are linked to the adviser's
professional status stipulated by Finnish legislation. According to the Advocates Act, anyone entitled to practice advocacy in one of the
member states of the European Economic Area (EEA) is, when representing a client before a court of law or an authority or when pursuing
other activities in Finland, bound to observe the rules of professional conduct in force in Finland, including its obligations relating to
professional secrecy. Similarly, the provisions concerning advocates in Finnish law and the Decision of the Ministry of Justice on the
by-laws of the Finnish Bar Association apply to an advocate registered in the EU register (see footnote 1). Therefore, legal professional
privilege applies at least to non-national advocates registered in the EU register as well as other qualified EEA lawyers pursuing activities
in Finland. For other situations the legal status is not as clear and the limits of the personal scope of privilege have not to our knowledge
been tested in legal praxis.

Privilege of communications with a non-EEA adviser is likewise uncertain in Finland as applicable legislation only refers to an advocate in
the meaning of a member of the Finnish Bar Association or an advocate qualified within the EEA.

Footnote 1: The EU register is administered by the Finnish Bar Association. A lawyer qualified to practice advocacy in another EU
member state may enter the EU register to practice advocacy in Finland by using the professional title afforded by that
other member state.

How is legal professional privilege waived?

The privilege may be waived by the client or another party, whose interests are protected by the rules. There are no requirements as to
the form of the permission.

There are also certain statutory exceptions to the protection of legal professional privilege. Chapter 15, section 10 of the Finnish Criminal
Code (39/1889) lays down a duty to report to authorities or to the person in danger a serious offence the preparation of which the person
with the duty to report has knowledge of. Likewise, the Act on Detecting and Preventing Money Laundering and Terrorist Financing
(503/2008) includes disclosure duties which may override lawyers' confidentiality obligations. Also, the Advocates Act provides that an
advocate must openly and truthfully supply the information required by the Disciplinary Board of the Finnish Bar Association in
supervisory matters regardless of the possible confidential nature of the information.

Legal professional privilege in the context of merger control
Everything stated in the section 'Legal professional privilege in the context of investigations by the antitrust / competition authority'

applies also to merger control investigations.

Recent cases and/or other legal developments

In terms of legislative changes, the Finnish provisions regarding production of evidence were reformed during 2014 and 2015. Most
importantly the amendments (which entered into force in the beginning of 2016), extended the prohibition on advocates and licensed
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legal counsel giving testimony.

The Finnish Parliament approved a government bill implementing the European Union (EU) Directive on the mandatory disclosure and
exchange of cross-border tax arrangements (referred to as DAC6 or the Directive) on 16 December 2019. The legislation entered into
force on 1 January 2020 and is effective from 1 July 2020. The final Finnish legislation exempts certain intermediaries (attorneys, public
legal aid counsels and licensed legal counsels) from applicable reporting obligations on the basis of legal professional privilege. However,
the exemption only applies to certain categories of information, and intermediaries must comply with the requirements on reportable
arrangements in respect of non-exempt information. Intermediaries that are exempt from reporting due to legal professional privilege
are also required to inform other intermediaries or relevant taxpayers of their obligations to report.

There have been two recent Supreme Administrative Court decisions of significance. As noted above (see Legal professional privilege in
the context of investigations by the antitrust / competition authority), the Supreme Administrative Court confirmed in its ruling
KHO:2019:98 that in an unclear situation the undertaking’s right of defence should be interpreted in a broad manner. The FCCA had
attached an e-mail chain from the undertaking responding to the FCCA's penalty payment proposal, and one of the emails referred to a
legal recommendation issued by a law firm. The message also contained a statement from a company representative regarding the
recommendation. The e-mail had been forwarded both within the undertaking and to an external party. Despite the fact that the legal
recommendation given by external legal counsel to the undertaking (with the purpose of using its right of defence) was forwarded to a
third party, the Court concluded that it was protected by legal professional privilege.

Another recent ruling by the Supreme Administrative Court (KHO:2019:83) concerns legal professional privilege in the context of
state-owned companies. Despite the importance placed on right of access to documents, the Court concluded that the National Audit
Office of Finland could refuse to grant access to an audit memorandum concerning a state-owned company to the extent that it
contained business secrets. The memorandum contained information on assessments and views given by attorneys acting as the
company’s legal advisers. The Court considered these parts of the memorandum to be covered by legal professional privilege under
section 5c of the Advocates Act as the company had not waived its privilege. Therefore, the information also constituted a business secret
under section 23 subsection 1 paragraph 20 of the Act on the Openness of Government Activities and access could be refused.

Data privilege
1) Privilege in Investigations

a) Is there a specific legal privilege arising in the context of internal investigations, criminal investigations and/ or data protection
matters? If yes, what are the elements required for these categories of investigation?

Internal investigations are generally not protected by attorney-client privilege in Finland and there are no directly applicable laws on
internal investigation, except for the Finnish Auditing Act (1141/2015, as amended). Chapter 8, section 4 of the Auditing Act sets out a
derogation from the provisions on the right to obtain information and carry out inspections concerning advocates, legal counsels, and
attorneys. The Auditor Oversight Unit does not have the right to obtain information, documents, or records from the advocate concerning
the advocate's client or inspect them. This covers both legal advice and litigation privilege. Notwithstanding the exception to preserve
privilege in general, it is advisable that an external counsel is involved.

According to Chapter 15, section 17 of the Finnish Code of Judicial Procedure, an attorney or a legal council may not without permission
disclose privileged information that they have obtained in providing legal advice on the legal position of their client in a criminal
investigation or in other proceedings prior to legal proceedings.

The elements, as set above, to establish legal privilege also apply to civil matters.

Chapter 6, section 35 of the Finnish Data Protection Act incorporates a separate professional secrecy obligation for information acquired
in connection with processing that takes place under the authority of a data controller or data processors.

Furthermore, Chapter 6, section 36 of the Finnish Data Protection Act provides an obligation for the supervisory authority to keep the
identity of a natural person, who has notified the authority on possible breaches of data protection laws, in secrecy where the
circumstances warrant it.

Breach of either one of the sections in the Finnish Data Protection Act is punishable under the Finnish Criminal Code (39/1889, as
amended).
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b) Are there specific time periods which apply to legal privilege? Do they vary depending on whether the privilege relates to legal advice or
litigation?

In principle, documents in the possession of outside counsel are protected by attorney-client privilege. For instance, documents and
communications containing general advice provided by an outside counsel prior to any investigation by the authorities enjoy
attorney-client privilege protection.

In general, legal privilege only applies to information disclosed after the establishment of an assignment between the client and the
counsel. However, information provided by the client, prior to establishing an attorney-client relationship, may still be regarded as
privileged information if the nature of such information warrants it. For example, information disclosed to a counsel per said counsel's
request to decide whether to accept an assignment, would be considered privileged information.

¢) Are communications to / by companies and in-house counsel protected by privilege?

Legal privilege only applies to documents in the possession of an outside counsel. Therefore, it is recommended that during criminal
investigation, an outside counsel is sought to ensure the protection of legal privilege.

d) Are there any specific requirements of a privileged incident response engagement letter?
Not to our understanding.

2) Documents and Reports

a) Does privilege protect notes or transcripts of employee interviews, third party expert reports or expert reports prepared or obtained for
the purpose of giving legal advice?

In general, documents are protected by legal privilege if the purpose of such documents relates to the provision of legal advice provided
by an attorney. The content of legal professional privilege is in general determined by the prohibitions on evidence laid down in Chapter
17 of the Code of Judicial Procedure. Furthermore, the corresponding exceptions on the legal privilege are described in Chapter 7, section
3 and 4 of the Finnish Coercive Measures Act (806/2011, as amended). For example, under chapter 7, section 3, there is no prohibition on
seizure or reproduction if the person in respect of whom the obligation of professional secrecy has been imposed consents to the seizure
or reproduction. The other exceptions on prohibition on seizure or reproduction cover, for example, offences with a certain maximum
term of imprisonment.

b) Does it matter whether the documents are located at the premises of the client or the lawyer?
In general, it does not matter where the documents are located.
¢) How are seized documents put into evidence in a criminal / civil procedure?

Conditions for seizing documents are set out in Chapter 7, section 1 of the Finnish Coercive Measures Act. Accordingly, documents may
be seized if they can be used as evidence in a criminal procedure. The evidence (ie the seized document) is named by the party and if
necessary, the court decides whether it can be used and whether it should be kept secret.

3) Waiver of Privilege

a) Are there exceptions to the legal privilege rules in your jurisdiction, such as waiver? If yes, what are the elements required to establish
these and are there practical steps that can be taken to ensure that privilege is not lost?

Privilege may be waived in three different situations:

® The person whose privilege is at hand waives their right to privilege.
® Privilege yields to a provision of the law.
® Legal protection of the lawyer requires them to be released of privilege.

In addition, the protection of legal professional privilege is under statutory exception of Chapter 15, section 10 of the Finnish Criminal
Code (39/1889, as amended), which establishes a responsibility to report to authorities or to the person in danger a serious offence the
preparation of which the person with the duty to report has knowledge of.
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Furthermore, the Act on Detecting and Preventing Money Laundering and Terrorist Financing (503/2008, as amended) includes disclosure
duties which may override lawyers' confidentiality obligations. Also, section 7 d of the Advocates Act (496/1958, as amended) provides that
an advocate must openly and truthfully supply the information required by the Disciplinary Board of the Finnish Bar Association in
supervisory matters regardless of the possible confidential nature of the information.

b) In data breach litigation does a company ever need to rely on the findings of internal investigations and if so does that mean privilege
has been waived?

To our understanding, this has no effect on the confidentiality of the attorney or the legal counsel or the prohibitions on evidence laid
down in Chapter 17 of the Code of Judicial Procedure. However, this issue has not been addressed in case law.

) If reliance means a waiver, does notification to affected individuals of the findings of internal investigations or a sharing of the findings
with third parties mean a waiver, too?

In principle, no. However, there are no explicit rules on this and the question of whether a notification or sharing of the findings mean a
waiver needs to be assessed on case-by-case basis.

4) Privacy Litigation

a) Were there any data breach privilege cases in your jurisdiction in the last five years? If so, please provide details.

Not to our understanding.

b) Are there any rules and or cases in the jurisdiction that deal specifically with privilege in a multi-state/ cross-border scenario?
Not to our understanding.

¢) Would privileged data outside your jurisdiction be treated as privileged data in your jurisdiction?

In general, it does not matter where the documents are located.

d) How is privileged data in your jurisdiction treated in the event of a civil/ criminal investigation outside the jurisdiction to ensure
privilege is maintained?

This needs to be addressed on a case-by-case basis.

Key contacts

Mika Oinonen
Head of Competition and Regulatory,

Jussi Savonen

Partner, Head of Litigation and
Arbitration in Finland Finland
mika.oinonen@fi.dlapiper.com

T:+358 94176 0418

jussi.savonen@fi.dlapiper.com
T: +358 9 4176 0455
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