
COLOMBIA

Telehealth around the 
world: a global guide

DOWNLOADED 25 APRIL 2024

 



DLA PIPER  |  TELEHEALTH AROUND THE WORLD

2 www.dlapiperintelligence.com/telehealth

Introduction

The COVID-19 pandemic has caused healthcare systems around the globe to rapidly, and in some cases, radically rethink the delivery of 
medical care. The global expansion of telehealth services is one way we have seen this transformation occur. This has resulted in 
significant opportunities in the field, as well as unprecedented regulatory change.

As a quickly evolving area, ‘telehealth’ can have different meanings in different contexts. In this Global Guide, telehealth refers to the 
delivery of healthcare services where patients and providers are separated by distance, using information and communications 
technology for the exchange of information for the diagnosis or treatment of diseases and injuries. We have adapted this definition 
from the World Health Organisation’s definition of telehealth.

Telehealth is not a new concept – healthcare providers, academics and technology developers have been advocating for its use for 
decades. There are many benefits to the widespread adoption of telehealth, including improved access to healthcare services, risk 
mitigation, convenience and flexibility, and in many cases, a reduction in overhead costs. However, the use of telehealth is not without its 
challenges. For example, it is not suited to all forms of healthcare, its implementation and adoption can be time consuming and costly, 
and additional care must be taken in relation to the transfer of patient health information.

The restrictions of movement in many parts of the world due to COVID-19 has caused governments to recognise the potential of 
telehealth, and amend laws and regulations seemingly overnight to enable healthcare providers to deploy telehealth solutions. Many 
governments have adopted telehealth reforms in a matter of weeks, which may otherwise have taken years to be considered and 
introduced.

Although many of these reforms presently have an expiration date (dependent on the duration of the COVID-19 pandemic), there is 
likely to be continued growth in telehealth due to the advantages of such a service – even after the pandemic. There are enormous 
opportunities in the telehealth space for businesses already operating in this field, businesses considering expanding into telehealth, 
and start-ups.

This Global Guide provides an overview of the current state of telehealth regulations worldwide and assists readers to identify the 
opportunities, challenges and risks, on a country-by-country basis. As the field of telehealth, and the regulations underpinning it, remain 
highly dynamic and subject to change, this document is intended as a general guide and does not constitute legal advice.
Should you wish to discuss any aspects of telehealth with a specialist lawyer, please contact us below.
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Is the use of telehealth permitted?

Yes. However, it is important to note that Colombian regulation differentiates between telehealth (" "), being any activity related telesalud
to health, services and methods, delivered using ICT, and telemedicine (" "), which is the delivery of health services including telemedicina
prevention, diagnostic, treatment and rehabilitation of diseases and injuries, by health services providers using ICT. The definition of "

" provided by the Colombian law compresses the concepts of telemedicine and health tele-education in health matters.telesalud

How is telehealth regulated?

Telehealth is governed by Law 1419 of 2010, which allows the provision of health services in this manner, and Resolutions 2654 and 
3100 of 2019, issued by the Ministry of Health. These rules set out specific requirements and standards to be fulfilled in order to provide 
telehealth. These requirements are related to the compliance with data protection regulation, as well as the security and reliability of the 
platforms (ICT) used for telehealth (see below).

As any other health services, the provision of telehealth requires the prior authorisation of the local authority. For this purpose, the 
provider is required to demonstrate that it complies with the minimum standards in relation to infrastructure, management of clinical 
records, human resources, medicine and medical devices, among others. However, as a result of the COVID-19 pandemic, through 
Decree 538 of 2020, authorised health services providers can request transitory authorisation from the Ministry of Health to provide 
services in different conditions or new services that they were not previously authorised to provide (e.g., telemedicine).

These laws and requirements are in addition to the applicable laws and regulations that govern the authorisations necessary to provide 
health services generally.

Are there specific fields of healthcare in relation to which telehealth services are 
currently available, and do they involve the use of proprietary technology or 
platforms?

Telehealth has always been available for the provision of health services of any specialty. However, it is important to note that in 2022 
the Ministry of Health issued an assessment and balance of the use of telehealth and telemedicine in Colombia, which stated that the 
most required specialties are: general medicine, psychology, internal medicine, pediatrics, nutrition and dietetics, gynecoid-obstetrics, 
dermatology, orthopedics, traumatology, nursing, psychiatry, neurology, physiotherapy, cardiovascular diagnostics and cardiology.

In any case, the provision of telehealth services requires prior authorisation granted by the local health authority. This authority will 
verify that the provider complies with the requirements for the provision of the specific health service, as well as the provision through 
telehealth.

Resolutions 2654 and 3100 of 2019 regulate four kinds of telehealth:

Interactive: Real-time services provided via video call. Video calls can only be recorded with the prior and express consent of the 
patient, and such recording shall be included in the patient’s medical records.

https://www.dlapiperintelligence.com/telehealth/
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Non-interactive: Asynchronous communication for the provision of health services.

Tele-expertise: Asynchronous or synchronous communication for the provision of health services. It can take place between:

two healthcare professionals in which one provides in presence attention while the other provides remote assistance;

a healthcare professional that provides remote assistance and a nonprofessional healthcare provider (such as technician, 
technologist or assistant) that provides in presence attention to the patient; or

healthcare professionals meeting in medical boards.

Telemonitoring: The relationship between healthcare professionals and patients, through a technological infrastructure that records 
and transfers medical data and allows healthcare professionals to maintain monitoring of the patient status.

In each of the above instances, the law requires specific mechanisms for communication with the patient. The mechanism used must 
comply with the following rules:

It shall ensure the information security, and particularly personal data protection, is in accordance with the applicable law. The used 
platforms need to have mechanisms that control access to protected information, have security certificates and encryption 
algorithms.

The used platform shall comply with interoperability standards regarding the content and the data exchange.

The provider shall ensure the reliability, integrity and availability of the information collected, generated or transferred.

Does the public health system include telehealth services, and if so, are such services 
free of charge, subsidised or reimbursed? Where the public health system does not 
include telehealth services, are such services covered by private health insurance?

Yes, the Colombian public healthcare system states that any person shall have access to a public basic plan which includes the provision 
of telehealth services.

Do specific privacy and/or data protection laws apply to the provision of telehealth 
services?

There is no specific regulation applicable to telehealth, and instead, it is subject to the general data protection regime, in particular:

under Law 1581 of 2012 and Decree 1377 of 2013, the processing of personal data requires the prior and express authorisation of 
the data subject. The data subject shall be informed of the specific purposes for which the data will be processed;

there are certain types of personal data for which the law sets specific requirements. Personal sensitive data (which includes medical 
records) requires notification and the data subject is not compelled to provide it. Similarly, data owned by children or teenagers 
requires notification, and the child / teenager cannot be compelled to provide their information. Authorisation must be granted by 
the child’s legal representative accounting for that child’s opinion. There are certain exceptions under which such consent is not 
needed such as medical emergencies.

the Colombian data protection regulation sets rules related to the duties of the data controller to ensure the security and 
confidentiality of the information, as well to allow the data subject to exercise their habeas data rights by requesting information 
about their data, revoking their consent, updating the data, and requesting rectifications.

as with any other health service, during the provision of telehealth services, healthcare providers must ensure compliance with 
regulations relating to medical records, including Resolutions 1995 of 1999 and 823 of 3017, issued by the Ministry of Health.

How should the cross-border transfer of personal information collected and 
processed in the course of telehealth services be carried out to ensure compliance 
with applicable privacy laws?

https://www.dlapiperintelligence.com/telehealth/
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1.  

2.  

3.  
4.  
5.  

Cross-border transfer of any personal data (including telehealth data) is forbidden by law, unless it is made to a country which offers 
adequate levels of data protection (as defined by the Colombian data protection authority).

To date, the following countries have been declared to have adequate levels of data protection: Australia, Austria, Belgium, Bulgaria, 
Costa Rica, Croatia, Cyprus, the Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, 
Japan, Korea, the Republic of Korea, Latvia, Lithuania, Luxembourg, Malta, Mexico, the Netherlands, Norway, Peru, Poland, Portugal, 
Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, the United Kingdom and the United States, and the countries that has been declared 
as the ones with adequate protection standards by the European Community.

The above mentioned prohibition does not apply in certain cases, including when the data subject authorises the cross-border transfer, 
or in the case of medical data where required for health or public hygiene reasons.

Are there any currently applicable codes of conduct on the use of telehealth systems 
and/or security of telehealth data in your jurisdiction?

Yes, Resolution 2654 of 2019 set general rules regarding the security of the platforms and communication mechanisms used for the 
provision of telehealth services (as mentioned in ). Moreover, the data privacy regulation and medical records Regulation of Telehealth
regulation mentioned in shall be applied.Cross-border data transfer 

Are any specific laws, regulations, or self-regulatory instruments expected to be 
adopted in the near future?

On February 13th, 2023 the Colombian government submitted before the House of Representatives of the Congress of the Republic a 
health reform bill, which aims to improve and strengthen the General Social Security Health System and guarantee the provision of 
health services as a universal right through 5 axes:

Creation of a network of Primary Care Centers (in Spanish,  ) in the country with a focus on Centros de Atención Primaria - CAP
preventive and preventive medicine.
Assignment of the execution of Primary Care resources to the Health System Resources Administrator (in Spanish, 

).Administradora de los Recursos del Sistema de Salud – ADRES
Improvement of working conditions for health workers.
Construction of a public online information system to ensure transparency of resources.
Reform of the Health Provider Entities – (in Spanish, ).Entidades Promotoras de Salud – EPS

Regarding the provision of telemedicine and telehealth services, the bill contains dispositions aimed to the Ministry of Health for it to 
regulate technically and operationally the information and communication technology systems for the provision of these services, as 
well as to propose the technological architecture that will support them. It also introduces guidelines for health care providers for them 
to guarantee medical care through the use of technological tools and telehealth.

Thus, although this bill has yet to go through the entire legislative process, if approved, it could introduce modifications to the provision 
of health services in Colombia, including telemedicine and telehealth services.
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Disclaimer

DLA Piper is a global law firm operating through various separate and distinct legal entities. Further details of these entities can be 
found at .www.dlapiper.com

This publication is intended as a general overview and discussion of the subjects dealt with, and does not create a lawyer-
client relationship. It is not intended to be, and should not be used as, a substitute for taking legal advice in any specific situation. DLA 
Piper will accept no responsibility for any actions taken or not taken on the basis of this publication.

This may qualify as 'Lawyer Advertising' requiring notice in some jurisdictions. Prior results do not guarantee a similar outcome.

Copyright © 2024 DLA Piper. All rights reserved.
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